
FASTFLUX

https://xuid.ru
https://www.privatealps.net

DNS

https://dns.he.net
https://www.1984hosting.com
https://www.cloudns.net
https://www.dnspod.com
https://misaka.io/dns/

IRC

https://sisrv.net/ircd/
https://www.xzibition.com/ircds.php
https://evolution-host.com/ircdhost.php

Email Forwarding

https://forwardemail.net/en
https://improvmx.com
https://www.33mail.com
https://anonaddy.com

DOMAIN TLDS

.AM - ARMENIA

.CR - COSTA RICA

.EC - ECUADOR

.IS - ICELAND

.MU - MAURITIUS

.RS - SERBIA

.SI - SLOVENIA

.ST - SAO TOME

.SU - SOVIET UNION

.TOP - CHINA

.TW - TAIWAN

.AT - AUSTRIA

.AL - ALBANIA

.BY - BELARUS

.GE - GEORGIA

.MX - MEXICO

.IR - IRAN

.PA - PANAMA

.PS - PALESTINE

.VN - VIETNAM
ANDMANY MORE...

Avoid Domains With ANY Ties To
The US, UK, Canada, Australia &
Most Western European Countries.!

DOMAIN NAME REGISTRARS

Hong Kong
https://now.top
https://cnobin.com

Russia
https://xuid.ru/domains.php
https://cheapprivacy.ru
https://ru-tld.ru
https://ahnames.com
https://4domains.su

Others
https://njal.la - Sweden & Nevis
https://flokinet.is - Iceland & Seychelles
https://nicevps.net - Dominica
https://www.epik.com - Free Speech USA!
https://www.bitdomain.biz - Unknown
https://regery.com - Ukraine
https://sarek.fi - Finland

REVERSE PROXY

https://ddos-guard.net
https://www.cloudflare.com
https://www.stackpath.com/products
/ddos-protection/
https://bitmitigate.com
https://blazingfast.io/ddos
https://www.geniusguard.com
https://www.x4b.net
https://javapipe.com/ddos/
https://www.hyperfilter.com
https://www.ovh.com/world/ssl-gateway/
https://sucuri.net
https://stormwall.network
https://www.siberdc.com/en/firewall-service/
https://www.imperva.com
https://www.voxility.com/anti-ddos
https://www.gigsgigscdn.com
https://shovl.io
https://coinshost.com/en/ddos-protection
https://versaweb.com/ddosprotection.php
https://qrator.net/en
https://vsys.host/ddos-protection
https://variti.com
https://www.nooder.net
https://vanwa.tech
https://proxy.is
https://cloud-shield.ru
https://fluxcdn.com
https://projectshield.withgoogle.com
https://koddos.net
https://www.reblaze.com
https://bytefend.com
https://pro-managed.com/en/
https://hi-load.biz
https://bunny.net/network/ddos-protection
https://www.arvancloud.com/en
https://cloudlayer.com
https://www.ovpn.com/en/features/public-ipv4
https://bytefend.com
https://serverius.net/ddos-protection/

DISCLAIMER: THIS IS FOR EDUCATIONAL PURPOSES ONLY!

How To Host Questionable
Websites

http://offshoreevps.org
http://cryto.net/~joepie91/bitcoinvps.html
https://www.getmonero.org/community/
merchants/#hosting
https://offshore.tools
https://bitcoin-vps.com

MORE POSSIBLE PROVIDERS

https://onehostcloud.hosting
https://impreza.host/en/
https://ablative.hosting
https://hosting.danwin1210.me
https://zfupnbqfp3qzkxbkgpmog
bkobcsqyg2e6fxav2xzw4cmusf3
gyczezuqd.ion

TOR HOSTS

Russia
https://intersect.host
https://profitserver.ru/en/
https://www.it-sakh.net/en/
https://veesp.com/en/
https://vscale.io/en/
https://vdsina.ru
https://ruvds.com/en-usd
https://flops.ru/en/
https://team-host.ru
https://cloud-shield.ru
https://ddos-guard.net
https://justhost.ru
https://theideahosting.com
https://pw-service.com
https://ihor.online
https://sshvps.net/ru
https://flowspec.ru/en/
https://ipserver.su/en
https://pinvds.com/eng_pinvds_home
https://eliteteam.to
https://pro-managed.com/en/
https://www.reg.ru
https://powervps.ru/en.html
https://en.datacheap.ru
https://eng.netrack.ru
https://www.justg.com
http://infiumhost.com
https://masterhost.ru
https://host4.biz
https://www.robovps.biz

Sweden
https://icmenet.com
https://www.binero.cloud/en
http://www.portlane.com/en/
https://svea.net
https://prq.se
https://vps.keff.org
https://bahnhof.net
https://www.yourserver.se
https://tranquillity.se

Iran
https://www.ouriran.com
https://parsvds.com
https://pars.host/en/
https://asiatech.cloud
https://www.parsdata.com/en-US/
https://server.ir
https://iranhost.com
https://www.day.ir
https://www.diakoweb.com
https://www.faraso.org
https://talashnet.com/en/vps/
https://netiran.net

Serbia
https://www.mcloud.rs/en
https://ninet.rs/en
https://unlimited.rs/en
https://www.bits.rs/active/en/home.html

Taiwan
https://serverfield.com.tw
https://hostinginside.com

Bosnia
https://www.qsscloud.ba/?lang=en
https://www.centohost.com
https://netsaap.com

Lithuania
https://www.hostika.lt/en/
https://serveroffer.lt
https://www.hostens.com
https://www.time4vps.com

Croatia
https://www.maxko-hosting.com
https://mydataknox.com
https://www.croweb.host

Panama
https://offshoreracks.com
https://panamaserver.com
https://www.ccihosting.com

Switzerland
https://www.cloudscale.ch/en/
http://privatelayer.com
https://datacenterlight.ch
https://www.pihost.ch
https://www.securebit.ch
https://exohop.net
https://swiss-vps.com
https://store-host.com
https://coin.host
https://www.marbell.com
https://solarcom.ch/en
https://en.datasource.ch
https://exoscale.com
https://swissmade.host/en/
https://www.fsit.com
https://netrics.ch

Ukraine
https://hostfory.com
https://server.ua/en
https://hostpro.ua/en/
https://0x2a.com.ua/en/
https://besthosting.ua/en
https://www.atomohost.com/en/
https://mirohost.net/en
https://vsys.host
https://hyperhost.ua/en
https://www.urdn.com.ua
https://uavps.net/en
https://www.colocall.net/en/
https://vikhost.com
https://netengi.com
https://deltahost.com
https://host.ua
https://xserver.ua/en/
https://neohost.net

Free Speech USA!
https://buyvm.net
https://spartanhost.org
https://sporestack.com
https://nearlyfreespeech.net
https://1776hosting.com
https://www.epik.com
https://capsul.org
https://bitvps.com
https://skysilk.com
https://bithost.io

Vietnam
https://en.tnd.vn
https://vinahost.vn/en
https://www.pavietnam.vn/en/
https://vietserver.vn
https://www.bkns.vn
https://123host.vn/en/

Costa Rica
https://www.racknation.cr
https://www.navegalo.com/datacenter/
http://www.crservers.com

Estonia
https://iphoster.net
https://ugb.ee
Hungary
https://www.mikrovps.net/en
https://serverastra.com
https://xethost.com
https://rackforest.com/en/
https://vps4you.hu/en/

Iceland
https://www.1984hosting.com
https://www.orangewebsite.com
https://flokinet.is

Kazakhstan
http://idhost.kz/site/index/lang/en/
https://gohost.kz/?language=english
https://www.ps.kz
https://goodhost.kz

Latvia
https://garmtech.lv
https://serveria.com
https://www.dataclub.eu
https://2cloud.eu/en
https://www.virsma.com
https://www.yourserver.se
https://firsthost.lv/en

Moldova
https://alexhost.com
https://www.stephost.md
https://www.trabia.com
https://innovahosting.net
https://amplica.net
https://gnt.md
https://ihost.md/en/

Macedonia
https://qhost.mk/en/
https://en.telesmart.mk
https://unet.com.mk

Romania
https://intovps.com
https://hostsolutions.ro
https://www.voxility.com/dedicated-server
https://cockbox.org
https://cryptoho.st
https://www.alistaro.ro
https://www.virtono.com
https://hostmaze.com
https://www.ch-center.com
https://www.layerbridge.com
https://www.host-expert.eu

Turkey
https://www.spd.net.tr/en/
https://www.hosthink.net
https://hostigger.com
https://www.venois.com
https://www.digiturunc.com
https://www.meric.net.tr

Bangladesh
https://www.xeonbd.com
https://alpha.net.bd
https://www.hifiserver.com
https://gotipath.com

Netherlands
https://nicevps.net
https://www.nforce.com
https://anonymously.io
https://bladeservers.eu
https://www.seedvps.com
https://www.maple-hosting.com
https://spectraip.net
https://skb-enterprise.com
https://infiumhost.com/en/
https://libertyvps.net
http://novogara.com
https://elkupi.com
https://xor.sc
https://dmzhost.co
https://antagonist.nl
https://liteserver.nl
https://finalhosting.nl
https://www.tilaa.com/en/
https://yisp.nl
https://hostslick.com
https://www.hostkey.com
https://www.hostslim.eu
https://www.weservit.nl/en/
https://www.worldstream.com/en/
https://koddos.net
https://whattheserver.me
https://lyrahosting.com
https://www.snel.com
https://www.privatehost.com
https://www.estoxy.com
https://peenq.nl
https://lunarvps.com
https://deltahost.com
https://www.cloud-layer.net
https://serverius.net

HOSTING PROVIDERS

https://www.qhoster.com - Many Locations
https://magicnethosting.com - Many Locations
https://aminserve.com - Many Locations
https://www.superbithost.com - Many Locations
https://www.shinjiru.com - Many Locations
https://bp-servers.com - Many Locations
https://www.trilightzone.org - Many Locations
https://www.altushost.com - Many Locations
https://dedi.al - Many Locations
https://abcvg.net - Many Locations
https://danama.ru - Many Locations
https://www.privex.io - Many Locations
https://www.internoc24.host - Many Locations
https://1gbits.com - Many Locations
https://www.99stack.com - Many Locations
https://hosthatch.com - Many Locations
https://4server.su - Many Locations
https://wolfisp.com/en/ - Many Locations
https://www.mvps.net - Many Locations
https://monovm.com - Many Locations
https://www.routerhosting.com - Many Locations
https://exservers.net - Many Locations
https://bpw.sc - Many Locations
https://www.hostzealot.com - Many Locations
https://fullvpsserver.com - Many Locations
https://hostin.energy/en/ - Many Locations
https://wavelayer.com - Many Locations
https://www.hostzealot.com - Many Locations
https://legionbox.com - Many Locations
https://itldc.com/en/ - Many Locations
https://abusehosting.net/index_en.html - Many Locations
https://www.hostplay.com - Many Locations
https://dedic.store - Many Locations
https://seven.network - Many Locations
https://hostroyale.com - Many Locations
https://bpserv.host - Many Locations
https://pbhosting.io - Many Locations
https://www.w3space.net - Bangladesh, Hungary, Romania
https://ialgo.com -Belarus
https://theonionhost.com - Bulgaria & Netherlands
https://www.blueangelhost.com - Bulgaria & Russia & Netherlands
https://www.ctclouds.com - China / Hong Kong (Crazy Expensive)
https://www.opencloud.cl - Chile
https://infofractual.io/en/ - Chile
https://skylonhost.com - Czech Republic
https://finaltek.com - Czech Republic
https://netshop-isp.com.cy - Cyprus
https://www.citynethost.com - Egypt
https://www.yatadatacenter.com - Egypt
https://cloud9.ge - Georgia
https://web.senang.online - India
https://earthlink.iq - Iraq
http://angani.co - Kenya
https://illyhosting.com - Kosovo
https://laodc.com - Laos
https://idmweb.net - Lebanon
https://datapacket.ma - Morocco
https://incognet.io - Netherlands & Finland
https://hostsailor.com - Netherlands & Romania
https://pq.hosting/en/ - Netherlands & Russia & Moldova
https://www.king-servers.com/en/ - Netherlands & Russia
https://prohoster.info/en/ - Netherlands & Russia
https://speedhost247.com - Netherlands & Russia
https://offshorededi.com - Netherlands & Ukraine & Bulgaria
https://webcare360.com - Netherlands & Ukraine & Bulgaria
https://zomro.net - Netherlands & Ukraine
https://www.blix.com - Norway
https://greenmountain.no - Norway
https://terrahost.no - Norway
https://www.obhost.net - Pakistan
https://www.neoserv.si - Slovienia
https://ginernet.com/en/ - Spain
https://sibyl.li - Switzerland & Netherlands & Norway
https://www.aplushosting.asia - Thailand
https://zomro.net - Ukraine & Netherlands

OTHERS

INTELLIGENCE
USE CRYPTOCURRENCYWHENEVER POSSIBLE. IDEALLY
YOUWOULD KEEP ALL MONEY IN MONERO. PAYINGWITH
MONERO DIRECTLY IS BEST BUT NOTMANY HOSTS ACCEPT
MONERO. NEXT BEST THINGWOULD BE TO CONVERT
FROMMONERO TO BITCOIN (NEWWALLET/ADDRESS)
USING SOMETHING LIKE https://xchange.me

IDEALLY YOUWOULD REGISTER AN
ANONYMOUS CORPORATION IN BELIZE OR
SEYCHELLES. THEN REGISTER ALL DOMAINS,
SERVERS, AND PROXIES UNDER THIS NEW
CORPORATION‘S NAME. HOWEVER, THIS MAY
COST A FEW THOUSAND AND IS UNREALISTIC

DO NOT REUSE ANY OF YOUR PREVIOUS
USERNAMES OR EMAILS FOR YOUR NEWWEBSITE
AND ESPECIALLY NOT FOR ANY OF THESE HOSTING
OR DOMAIN SERVICES YOU ARE BUYING FOR IT.
MAKE A NEW EMAIL ACCOUNT JUST FOR THIS
WEBSITE AT PROTONMAIL.COM

IF YOUR WEBSITE IS GOING TO BE SENDING EMAILS, BE
VERY CAREFUL AS THIS CAN EXPOSE TRUE SERVER IP IN
EMAIL HEADERS. MAKE SURE TO HAVE ALL EMAILS GO
THROUGH A DIFFERENT SMTP SERVER. YOU CAN USE A
FREE ONE LIKE HTTPS://COCK.LI OR A PAID ONE LIKE
HTTPS://WWW.MAILCHEAP.CO OR
HTTPS://DRSERVER.NET/MAIL.PHP YOU CAN EVEN USE A
FREE YANDEX ACCOUNT. HTTPS://ANON.TO/JBSHFT

THE BEST REVERSE PROXY WOULD BE ONE YOU
SETUP YOURSELF ON A SECOND SERVER FROM
ANOTHER COMPANY IN A DIFFERENT COUNTRY.
YOU CAN USE NGINX WEB SERVER SOFTWARE TO
SETUP THE REVERSE PROXY. REVERSE PROXY SETUP
IS NOT NEEDED FOR FASTFLUX HOSTING.

WHATEVER COUNTRY YOUR SERVERS ARE LOCATED IN,
IT MAY BE A GOOD IDEA TO BLOCK ALL TRAFFIC AND
USERS FROM THAT COUNTRY FROM BEING ABLE TO
VISIT YOUR WEBSITE. THIS WILL GIVE LOCAL HOST AND
LOCAL GOVERNMENT LITTLE REASON TO CARE IF
YOUR SITE HAS NO EFFECT ON THEIR OWN COUNTRY
OR CITIZENS

USE FAKE BUT BELIEVABLE INFORMATIONWHEN
REGISTERING ANY OF THESE COMPANIES AND SERVICES
IF YOU DON‘T PLAN TO REGISTER AN ANONYMOUS
CORPORATION. AVOID ANY HOST THAT ASK FOR
AN ID VERIFICATION

WHILE ITS ALWAYS A GOOD IDEA TO USE A VPN,
TOR, OR PROXIES, BE WARNED THAT IT CAN
SOMETIMES TRIGGER A HOSTING PROVIDERS
SYSTEM TO CONSIDER YOUR ORDER SKETCHY OR
FRAUDULENT. IF THIS CAUSES A PROBLEM, TRY
PLACING YOUR ORDER USING SOMEONE‘S FREE
OPENWIFI INSTEAD.

WHENEVER YOU CONNECT TO YOUR SERVER, YOUR
DOMAIN REGISTRAR, YOUR SERVER HOSTING
PROVIDER, OR VISIT YOUR OWNWEBSITE... YOU
SHOULD BE CONNECTED VIA A VPN. PREFERABLY A
TRUSTED ONE THAT DOESN’T STORE LOGS

MAKE SURE YOU CANNOT SEE YOUR HIDDEN
BACKEND SERVER IP WHEN USING A TOOL LIKE
HTTPS://DNSDUMPSTER.COM

YOU NEED TO SET UP YOUR BACKEND SERVER TO NOT
ACCEPT VISITORS COMING DIRECTLY THROUGH VIA IP
ADDRESS. YOU MAYWANT TO CONSIDER BLOCKING MOST
OF THE WORLD FROM DIRECTLY ACCESSING YOUR
BACKEND SERVER AND ONLY ALLOW CONNECTIONS
COMING FROM YOU, YOUR VPN, OR YOUR REVERSE
PROXY. THIS WILL PREVENT PEOPLE FROM FINDING THE
BACKEND SERVER USEING SERVICES LIKE CENSYS.IO

CLOUDFLARE IS A US COMPANY. IT WON’T
DISCONNECT OR SHUT YOU DOWN FOR DMCA
COMPLAINTS AS IT CORRECTLY CLAIMS IT IS
STORING NO CONTENT...WARNING! THEY WILL
FOWARD YOUR INFORMATION AND/OR
BACKEND SERVER IP TOWHOEVER SENT IN THE
DMCA COMPLAINT

IF YOUWANT TO USE CLOUDFLARE, YOU BETTER
HAVE A BULLETPROOF BACKEND SERVER THAT IS
DMCA PROOF. CLOUDFLARE IS EXCELLENT IN
ACTING AS A CDN ANDWEB APPLICATION
FIREWALL WHILE PROVIDING GOOD AND
AFFORDABLE DDOS PROTECTION THOUGH

FASTFLUX SERVICES ARE USUALLY PROVIDED BY
RUSSIAN OR EASTERN EUROPEAN CYBER
CRIMINALS. I WOULD DEFINITELY NOT PROVIDE
REAL INFORMATION AND I WOULD ONLY PAY
VIA CRYPTO OR OTHER TRUSTED METHOD. NOT
CREDIT CARD!

BUYVM.NET US LOCATIONS ARE GOOD FOR FREE
SPEECH ISSUES: HTTPS://ANON.TO/AKN9SO

CONTACT POTENTIAL HOSTS BEFORE PURCHASE
AND ASK THEM HOW THEY WOULD HANDLE
COMPLAINTS, SUCH AS DMCA NOTICES,
AGAINST YOUR SERVER

ALL THESE DETAILS OF WHAT IS SAFE AND
BULLETPROOF CAN CHANGE AT ANY TIME DUE TO
GOVERNMENTS, POLITICS, AND LEGAL TROUBLES
FOR THE COMPANIES, BEST TO GET NEW INFORMATION
ABOUT OFFSHORE OR BULLETPROOF HOSTING
EVERY FEW YEARS AS IT DOES CHANGE RAPIDLY

YOU MAYWANT TO LOOK INTO SOFTWARE LIKE
HTTPS://CENTMINMOD.COMWHICH IS A
LIGHTWEIGHT WAY TO HELP YOU MANAGE YOUR
SERVER TO ENSURE SECURITY AND RELIABILITY

SOURCES
https://www.exoticvm.com

https://www.torrentfreak.com
https://www.lowendtalk.com

https://www.webhostingtalk.com
https://weboas.is/index.php?board=31.0
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